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Agenda

.Technology behind SSL VPNs
-The state of the market
-.Personal experiences

i he Problem of Remote Access to Your Data

Teleworking grown 40% since 2001 (Dieringer Research
Group)




Evolution of Remote Access
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Remote Access Servers

*Expensive

Low Bandwidth

Low security

+Client-based
*Difficult to Manage
+Low Scalability
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Remote Access over the Internet
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Anytime, Anywhere Access from Any Internet Device
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Two core ideas of SSL VPN

» Use the browser as a universal client

Create HTML applications to access some resources

Create generic mechanism to access Web servers

Use browser extensibility mechanisms — Java,
ActiveX, plugins — for more

8+ Use https protocol in the browser as a security layer

» The ciphersuites are comparable to IPSEC

Highly trusted security. More money is transferred
every day over SSL than IPSEC or SSH

Always works! Internet, NAT, proxy-friendly

Architecture of SSL VPN

ified user experience

Layer 7 VPN
Pure clientless

-Access to web apps:

-HTML access to files:
CIFS, FTP, NFS

T _Web Mail

‘ -Collaboration
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[ Thin Client— L4 VPN

- RDP (windows Terminal
Services)

-VNC

- Telnet/SSH

- X Windows
-Desktop access

Layer 3 VPN
Drivers behind the
scenes

- Full network access

-SSL over port 443

Seamless install via
browser

Browser-based logon, posture assessment, endpoint protection

S5L as a transport security layer
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